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Hartland High School Curriculum Overview - Computer Science
Every student will climb their own personal mountains to the very best universities in the country or careers of their choosing. We achieve this through the following curriculum, filled with powerful knowledge and expertly delivered.

	
	Unit 1
	Unit 2
	Unit 3

	Year 7
	Introduction to computer science:
This unit helps students to understand how to use computers safely. E-Safety 
Online Threats and Security Identifying various online threats such as viruses, malware, phishing, and scams. Understanding how to protect against these threats using antivirus software, firewalls, and secure browsing practices. Personal Information and Privacy: Recognizing the importance of keeping personal information private. Learning how to create strong, secure passwords and manage them safely. Understanding privacy settings on social media and other online platforms.  Understanding the concept of digital footprints and how their online actions can have long-term consequences. 

	Computing systems:
This unit takes learners on a tour through the different layers of computing systems: from programs and the operating system, to the physical components that store and execute these programs, to the fundamental binary building blocks that these components consist of. The aim is to provide a concise overview of how computing systems operate, conveying the essentials and abstracting away the technical details that might confuse or put off learners. The last lessons cover two interesting contemporary topics: artificial intelligence and open source software. These are linked back to the content of the unit, helping learners to both broaden their knowledge and focus on the topics addressed in the unit.
	Scratch Programming:
This unit introduces learners to block-based programming with Scratch. The lessons form a journey that starts with simple programs involving input and output, and gradually moves on through arithmetic operations, selection, and iteration. Emphasis is placed on tackling common misconceptions and elucidating the mechanics of program execution. A range of pedagogical tools is employed throughout the unit, with the most prominent being, live coding, and worked examples.

Computational thinking:
This unit introduces students to the world of computational thinking and logic. For example, logical deductions and logical puzzles are used to show logical thinking, water pipes are used to introduce logic gates, network topology is used to show how mazes can be solved and phone messaging is used to demonstrate decomposition.

Spare Micro bits:

This unit introduces students to programming with physical computing components, such as the Micro:Bits

	Year 8
	Introduction to computer science:
This unit introduces students to the basic operations of computing. Students will learn to access files, folders and software on their accounts. They will be asked to undertake a creative project that will use online resources across a range of appropriate software.

 Digital Media:
This unit introduces students to the basics of digital Marketing.
	Computing systems:
This unit takes learners on a tour through the different layers of computing systems: from programs and the operating system, to the physical components that store and execute these programs, to the fundamental binary building blocks that these components consist of. The aim is to provide a concise overview of how computing systems operate, conveying the essentials and abstracting away the technical details that might confuse or put off learners. The last lessons cover two interesting contemporary topics: artificial intelligence and open source software. These are linked back to the content of the unit, helping learners to both broaden their knowledge and focus on the topics addressed in the unit.
	Introduction to python programming:
This unit introduces learners to text-based programming with Python. The lessons form a journey that starts with simple programs involving input and output, and gradually moves on through arithmetic operations, selection, and iteration. Emphasis is placed on tackling common misconceptions and elucidating the mechanics of program execution. A range of pedagogical tools is employed throughout the unit, with the most prominent being, live coding, and worked examples.

Data Representation:
In this unit, learners will focus on making digital media such as images and sounds, and discover how media is stored as binary code. You will draw on familiar examples of composing images out of individual elements, mix elementary colours to produce new ones, take samples of analogue signals to illustrate these ideas, and then bring all these things together to form one coherent narrative. The unit has a significant practical aspect; you will use design software (Audacity in this case) to manipulate images and sounds. This will help you to understand how the underlying principles of digital representations are applied in real settings


	Year 9
	Cyber security:

This unit takes learners on a journey of discovery of techniques that cybercriminals use to steal data, disrupt systems, and infiltrate networks. The learners will start by considering the value their data holds and what organisations might use it for. They will then learn about social engineering and other common cybercrimes, and finally look at methods to protect against these attacks.

Computer Networks:

Identify key features of Networks, LANS and Wans, webpages, Internet.
	Python Programming:

This unit introduces learners to text-based programming with Python. The lessons form a journey that starts with simple programs involving input and output, and gradually moves on through arithmetic operations, selection, and iteration. Emphasis is placed on tackling common misconceptions and elucidating the mechanics of program execution. A range of pedagogical tools is employed throughout the unit, with the most prominent being, live coding, and worked examples.


	Computational Thinking

This unit introduces students to the world of computational thinking and logic. For example, logical deductions and logical puzzles are used to show logical thinking, water pipes are used to introduce logic gates, network topology is used to show how mazes can be solved and phone messaging is used to demonstrate decomposition.

AI & Ethics:

The unit is a mixture of theoretical aspects of AI with practical application of these ideas in the second half of the unit. Practical aspects of the unit are given in Scratch. The unit first looks at what AI is and the history and developments behind it. It then moves onto machine learning, which is used in more modern AI applications today. Ethics of AI are covered with students being able to consider a number of different areas of ethical concern. Students then apply theory to knowledge with three projects. First an image detection program is considered that can identify shapes. A chatbot is then adapted to serve customers in an online shop. Finally, a program that can create a rating on a text review is considered. These same techniques could be used to identify fake reviews on a website

	The Year 10 Students will build on their work undertaken in Computer Science lessons at Year 7, 8 and 9. They will develop an understanding of the architecture used within a computer and how a computer makes use of memory and storage. They will develop an understanding of computers communicating over a network and how to ensure a network remains secure. Students will investigate areas of software and the legal and ethical implications of computer use.

	Year 10
	Term1 

1.1 Systems Architecture

1.2 Memory and Storage


Knowledge:
Components associated with the processor and the mechanisms used by the processor to carry out complex instructions. Forms of secondary storage How computers store data, both numerical and textual. Interpret Binary and Hexadecimal data and convert between them Addition of binary values.

Skills Overview:
• Understand the components that make up a computer system 
• To explain how a processor will interpret instructions 
• How do computer systems store data 
• The key methods used to store data
 • Able to calculate file sizes of image and text files
• Understand the components that make up a computer system 
• To explain how a processor will interpret instructions
 • How do computer systems store data 
• The key methods used to store data
 • Able to calculate file sizes of image and text files.



Term2

 1.2 Memory and Storage 

1.3 Computer networks

Knowledge:
How computer systems store complex information such as sound and images. Techniques used to compress data and reduce storage requirements. Hardware and techniques used to network computers. The different techniques used to create networks.

Skills Overview:
• Produce images based on binary data.
• Understand how images and sound are encoded.
• Calculation of Binary Values. 
• Calculation of HEX Values.
• Understanding of Binary Shift. 
• The use of ASCII text
 • Hardware and techniques used to network computers Topologies.
	Term 3

1.4 Network Security
 



Knowledge:
Threats associated with computer networks and how these threats can be prevented.

Skills Overview:
• Understanding of the common forms of attacks on a computer system. 
• Understand the common prevention methods that can be used to prevent different attacks.

 Term 4
1.4 Network Security 
1.5 Systems Software

Knowledge:
Threats associated with computer networks and how these threats can be prevented. Operating systems and System software including Defragmentation and Firewalls.

Skills Overview:
• Understanding of the use of software
 • Be able to identify different software


	 Term 5

1.5 Ethical, legal, cultural and environmental impacts of digital technology.

Knowledge:
Ethical, Environmental, legal and cultural issues relating to the use of technology.

Skills Overview:
• Discuss issues relating to the use of technology and effects on environment and society

Term 6

1.6 Ethical, legal, cultural and environmental impacts of digital technology.

2.1 Algorithms 

Knowledge:
Ethical, Environmental, legal and cultural issues relating to the use of technology.

 Five basic algorithms for searching and sorting data. Use of Pseudocode and flowcharts to represent algorithms.

Skills Overview:
•Be able to demonstrate each of the five algorithms

• Understand the concepts of Abstraction, Decomposition

	OCR GCSE (9-1) J277
During the year students will build upon the understanding that they have gained from Year 10. Students will develop an understanding of algorithms and their use in program design. Students will develop their programming knowledge using the Python programming language and learn how to make their programs robust. Students will apply Boolean logic to different programs and investigate the different programming languages and IDE’s.

	Year 11 
	Term 1

2.1 Algorithms 
2.2 Programming Fundamentals
 
Knowledge:
Five basic algorithms for searching and sorting data. Use of Pseudocode and flowcharts to represent algorithms Key constructs in programming Use of variables The common arithmetic operators The common Boolean operators AND, OR, NOT The use of data types.

Skills Overview:
•Understand how to programmatically implement the key constructs

 Term 2
2.2 Programming Fundamentals 

Knowledge:
The use of basic string manipulation The use of basic file handling operations The use of records to store data The use of SQL to search for data The use of arrays (or equivalent) when solving problems, including both one-dimensional (1D) and two-dimensional (2D) arrays How to use sub programs (functions and procedures) to produce structured code Random number generation.

Skills Overview:
•Understand how to programmatically implement the key constructs.
	Term 3

2.3 Producing Robust Programs.
 2.4 Boolean Logic

Knowledge:
Robust programming methods. Implement testing plans and using trace tables. Use of logic to make decisions. Interpret logic diagrams and scenarios Logic diagrams.

Skills Overview:
•Create test plans and use when programming
 •Use trace tables •Understand Boolean logic •Apply Boolean logic •Interpret Boolean logic diagram

Term 4
2.5 Programming languages and Integrated Development Environments.
 Revision and Exams

Knowledge:
Types of programming languages and the scenarios in which they are used. Interpreters, Compilers and IDE. 
Techniques used to develop programming solutions.

Skills Overview:
•Understand the differences in programming languages.
•Be able to determine when and where to use.
•Identify the features of programming languages.
	Term 5 & 6

Revision and Exams
 

	OCR A Level Computer Science The intent of our curriculum is to Provide opportunities that allow all students, building on their prior knowledge and digital literacy, to understand and apply the fundamental principles and concepts of computer science, information technology and digital literacy. Expose students to a breadth of procedural and declarative knowledge across these three disciplines. Encourage students to analyse problems in computational terms and to have repeated practical experience of writing computer programs in order to solve problem Provide new and repeated encounters with concepts in a variety of contexts to build a breadth and depth of knowledge .Encourage students to be critical and mindful of growth potential through evaluation and application of information technology, including new or unfamiliar technologies, analytically to solve problems. Equip students with the requisite technological and programming skills to prepare them for further study and future careers.

	 Year 12
	Component 1:
 Structure and function of the processor, Types of Processors, Input, Output and Storage, Software Development, Compression, Encryption and Hashing, Networks, Web technologies, Data Types, Data Structures, Boolean Algebra.

Component 2:
 Thinking Abstractly, Thinking Ahead

Component 3: Project Assessment: Exam questions from past papers.

	Component 1:
Computer related legislation and Ethical, Moral and Cultural Issues 
The Individual (moral), social (ethical) and cultural opportunities and risks of digital technology, Databases
 Compression, Encryption and Hashing, Computer related legislation.

Component 2:
Thinking Abstractly, Thinking Ahead, Thinking Procedurally, Thinking Logically,Thinking Concurrently ,Programming ,Computational Method, Algorithms.

Component 3: 
Project Assessment: Exam questions from past papers.

	Component 1:

 Databases

Component 2:
Thinking Abstractly ,Thinking Ahead, Thinking Procedurally 

Component 3:
 Project. Assessment: Exam questions from past papers.

















	Year 13
	[bookmark: _heading=h.ldvnzqdj5239]Component 1: 
Data Types, Data Structures, Boolean Algebra, Computer related legislation and Ethical, Moral and Cultural Issues, The Individual (moral), social (ethical) and cultural opportunities and risks of digital technology.

Component 2: 
Thinking Abstract, Thinking Ahead Thinking Procedurally, Thinking Logically, Thinking Concurrently

Component 3: 

Project

Assessment: Exam questions from past papers.

	Component 1: 
Structure and function of the processors, Types of Processors, Input, Output and Storage Devices, Operating Systems, Application Generation, Software Development, Compression, Encryption and Hashing, Networks Web Technologies, Computer related legislation, Ethical, Moral and Cultural Issues 

Component 2: 
Thinking Abstract, Thinking Ahead Thinking Procedurally, Thinking Logically, Thinking Concurrently, Computational Methods, Algorithms 

Component 3: 

Project.

Assessment: Exam questions from past papers.
	Component 1 & 2 Revision. Exams: 

● Computer Systems
 (2 ½ hours) 

● Algorithms and Programming (2 ½ hours)




[image: ]
image1.png




image2.png
WORK HARD, BE KIND




